— Engineering GEA.com
for a better
world.

GEA SecurityPartner

Protect your production.
Ensure regulatory compliance.
Establish resilient business operations.

An industrial security offering designed to safeguard
production environments, support legal compliance
(e.g. EU NIS 2 Directive), and strengthen operational
resilience for operators of GEA equipment.
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NO PRODUCTION
WITHOUT SECURITY.

Security is your business success factor.

The Reality

Most production environments were built for uptime, not
cyber resilience. Over time, they have been growing, with
new layers added to outdated components and complex
integrations that were never designed with today’s threat
landscape in mind. At the same time, increasing digitalization
has transformed these environments into highly connected
systems, merging Information Techology (IT) and Operational
Technology (OT) more closely than ever before. While this
connectivity enables efficiency and innovation, it also
significantly expands the attack surface. The result is limited
transparency across IT and OT environments — and growing
uncertainty about attack exposure, regulatory readiness,
and operational risk.

Growing Regulatory Expectations

Regulatory expectations surrounding security are rising and
they demand far more than technical safeguards.
Organizations must demonstrate:

Clear security governance and accountability
Structured security risk management

Security incident detection and response capabilities
« Business continuity and crisis management

Security is not just an IT or OT issue; it is a core management
responsibility and a critical pillar of regulatory compliance.

»in today’s connected production
environments, security has become
essential. At GEA, we recognized
this early and embedded strong
security capabilities across our
organization and technologies.
With GEA SecurityPartner, we

now bring this expertise to our
customers — so they can protect
their production, meet regulatory
requirements and build more

resilient operations.”
Stefan Klebert, CEO

Why This Matters for Operators of GEA Equipment
Production downtime, data manipulation or unauthorized
access to connected systems can result in:

Interrupted production
Supply chain disruptions
Regulatory scrutiny
Reputational damage

In highly automated environments, operational resilience
depends on security maturity.
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FROM TRANSPARENCY
TO RESILIENCE.

GEA SecurityPartner is a modular security offering to strengthen your security posture,
support regulatory compliance and safeguard reliable operations. It builds on GEAs certified
expertise in securing production environments. The offering consists of practical, scalable
solutions covering IT/OT environments, connected products, physical security, and employee
awareness.
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Your Benefits

Security from the partner who built your production
environment.

I& Deep knowledge of your GEA-installed systems

and operational dependencies

Practical regulatory compliance, e.g. EU NIS 2
GEA SecurityPartner GEA SecurityPartner GEA SecurityPartner Directive

Vulnerability Management Defense Offense Security operations that protect production
without additional internal resources

Seamless integration into existing maintenance
and service structures
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GEA SecurityPartner
Remote Access

GEA SecurityPartner
Availability & Continuity

* Reduced coordination effort compared to external

GEA SecurityPartner
Certifications Support

security providers

One trusted industrial partner across the full
equipment lifecycle

Proven security experience as an operator of a
global, secure and highly complex production network
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OFFERING PORTFOLIO

o

GEA SecurityPartner

peyey Transparency

Establish a clear, resilient baseline for security
and regulatory compliance by assessing
assets, risks, regulatory requirements, and
control maturity — providing full transparency
over your risk profile and exposure across
IT, OT, and connected assets. It delivers a
structured regulatory gap analysis, defines
required remediation measures, and outlines
a prioritized roadmap to achieve and
demonstrate compliance.

I GEA SecurityPartner
=l Vulnerability Management

Maintain continuous visibility into vulner-
abilities across your production assets
enabling you to prioritize what truly matters,
reduce exploitable risk, and support
compliant handling and reporting according
to regulations e.g. EU NIS 2 Directive.

M1 GEA SecurityPartner

Remote Access
Enable secure, controlled remote access to
your assets for your suppliers and internal
teams through strong authentication,
restricted access paths, and continuous
monitoring to protect critical IT/OT
environments from misuse, unauthorized
access or compromise.

O - GEA SecurityPartner

| Personnel Enablement

Equip your workforce to act as a reliable
first line of defense through targeted IT/
OT security training - reducing human-
driven incidents, strengthening security
hygiene across operations, and delivering
measurable resilience while supporting
regulatory compliance and awareness
obligations e.g. under EU NIS 2 Directive.

O GEA SecurityPartner
Defense

Protect your operations around the clock
with 24/7 SOC monitoring, malware defense,
network protection, and coordinated incident
response — enabling early threat detection,
rapid containment, and structured reporting
across IT and OT, even in legacy environments.

(’/ GEA SecurityPartner
Availability & Continuity

Ensure stable operations and controlled
recovery through robwust business continuity
and disaster recovery capabilities —minimizing
downtime, safeguarding production and
meeting crisis management, and resilience
expectations e.g. under EU NIS 2 Directive.

GEA SecurityPartner

Security Architecture
Design and implement a secure, modern
industrial architecture with clear
segmentation and hardened structures
to reduce attack surfaces, prevent lateral
movement, and establish a resilient T/
OT environment aligned with regulatory
requirements and industry best practice.

GEA SecurityPartner

Offense
Identify and address vulnerabilities early
through structured offensive testing that
closes security gaps, strengthens preventive
and detective controls, and reinforces
resilience and ongoing compliance with
regulations such as EU NIS 2 Directive.

@ GEA SecurityPartner
Certifications Support

We guide you end-to-end through process
to achieve recognized certifications such
as ISO/IEC 27001 or IEC 62443 that
demonstrate governance strength, secure
processes, and protected IT/OT
environments — enhancing audit readiness
and building trust with authorities,
customers, and partners.
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OUR CERTIFIED,

PROVEN

EXIPERTISE.

GEA SecurityPartner is built on many years of hands-on
experience in securing complex global production
environments, connected products, IT and OT landscapes
and regulated operations. These certifications demonstrate
that GEA follows internationally recognized security
standards, such as:

ISO/IEC 27001:2022 - Confirms that GEA operates a
certified Information Security Management System and
follows a structured, strategic approach to security and
regulatory compliance.

IEC 62443-4-1, Maturity Level 3 - Ensures that security is
embedded in the product development process, from design to
release.

Cyber Essentials Plus (UK) — Verifies protection against
common cyber threats and external attacks.

Compliance with MLPS 2.0 (China) — Meets China’s regulatory
requirements for cybersecurity and data protection.

ITAR compliance (USA) - Ensures secure handling of
defense-related technical data in line with U.S. export control
regulations.

With GEA SecurityPartner our experts translate proven
in-house security practice into practical, scalable offerings
for our customers.

“At GEA, we protect our own
global operations every day.
We know what it takes to
secure complex production
environments, long equipment
lifecycles, legacy systems and
globally connected products.
With GEA SecurityPartner

we make this deep in-house
expertise available to our
customers.”

Iskro Mollov, Chief Information Security Officer
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HOW WE SECURE YOUR OPERATIONS.

Kick-off discussion —> Initial transparency —> Tailored roadmap —> Step-by-step implementation
We clarify your goals, assessment You receive clear, focused We jointly roll out the
challenges and regulatory We analyze your current recommendations based on GEA SecurityPartner
exposure — quick, structured, security posture across IT, OT your maturity and needs. modules at your pace -

no preparation needed. and products and identify key practical, aligned, measurable.

gaps and priorities.

Get in touch.

Schedule a kick-off discussion with the Sales team to take the
first steps towards safeguarding your production environment
and strengthening operational resilience.

Do you have questions about technical details? Reach out to
the GEA SecurityPartner experts: securitypartner@gea.com



https://www.gea.com/en/products/digital-solutions/gea-securitypartner
https://www.gea.com/en/products/digital-solutions/gea-securitypartner
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